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Our EMR Guide represents a guide to healthcare-focused resources. We’ve noticed the 

increased demand for information about EMRs, particularly in the small and medium-sized 

practices. Our goal with this guide is to help provide valuable information to our colleagues in 

the healthcare field. Consulting is one of the many facets and integrated aspects of SNC 

Squared. Our mission is to help the diffusion of enabling technology to provide better outcomes 

and improved results in business and patient care. In order to do this, information is needed to 

help assist the solo, small, and medium-sized practices sort through the myriad of confusing 

and fragmented EMR market, not to mention the underlying technology of which most 

physicians are unfamiliar. That’s where our knowledge and industry expertise comes into play 

to produce the best results for your practice. 

Your Computer Network 

Whenever we assist providers with EMR selection, we like to stress the importance of 

separating hardware and networking issues from the software. Few practices have an actual 

network or even adequate hardware prior to investing in an EMR. 

One of the best opportunities for savings is to have your network managed a trusted 

organization other than your software vendor. Several of the top EMR vendors make 

substantial revenue off of network management. In addition to paying higher costs for 

unnecessary or more expensive hardware, and ongoing support fees, you are likely to end up 

with a network that is overly customized to your vendor, which only increases later switching 

costs. 

SNC Squared is a quality and trusted vendor to healthcare associates. We are the largest IT 

support vendor in the healthcare field for the entire Joplin Metro area.  

While there are some software applications that require purchasing specific hardware. The case 

of your mission-critical applications, like an EMR, your hardware and your network should 

follow your software purchase. Our response is to meet your vendor’s minimum specifications. 

With today’s technology, there are many reasons to invest in “specialized” network solutions. 

With the use of technology, we can help you leverage your network for other purposes to 

improve your bottom line.  
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When you decide to purchase an EMR, accept the fact that you are making an investment in a 

network (or increasing an investment if you already have one). In most cases, the quality of 

your network will have far more to do with the success of your EMR implementation than the 

vendor you select. Furthermore, with a solid network in place, you will have far more ability 

and control to replace one vendor with another should the need arise. We have seen far too 

many instances of practices who “locked” themselves into a bad vendor relationship. 

Therefore, it’s best to familiarize yourself with the key issues. Even if you do not plan to 

manage your own network, understanding the key issues will vastly improve your EMR vendor 

selection as well as make you a better overall practice manager, owner or partner. 

To help jump start that process, we have addressed a number of key hardware/network issues: 

Infrastructure  

The foundation of a high performance and reliable technology project is correct networking 

infrastructure. Do not cut corners or go cheap to save a few dollars. 

Wiring 

While you are likely planning to go wireless, keep in mind that no technology is infallible. 

Networked medical devices, such as an integrated EKG, may require more up/down bandwidth 

than your wireless connection can support. 

Even if you have not budgeted for network wiring, have it done. It will save you countless future 

migraines. 

New Building  

If you are building out a new space or moving to a new one, make sure to hard-wire each area 

where patient interaction will occur. While a single CAT-5 outlet in an exam room might seem 

appropriate, consider possible patient scenarios. If your physicians are using laptops or tablets, 

would a hard-wire connection require them to crawl behind a desk or exam table or to drape a 

cable over a patient? Exam rooms may require multiple outlets with at least one placed waste-

high on the wall. 

Existing Building 

If you are moving into an existing building that does not have adequate network wiring, have it 

installed. You may not want to install it in every room but make sure you have it at the 
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reception desks, including drops for the network printer and other network devices, the nurses 

station, hallway, lab and offices. Additionally, don’t forget to have a drop run in the ceiling for a 

wireless access point (WAP) and make sure the WAP has a power source. 

Server/Electronics Room 

This is one area that practices frequently overlook. You need to dedicate a small room or closet 

for your server, telephone and other technology products. This room must be separately air 

conditioned and kept at around 70 degrees at all times. Do not let a contractor tell you an 

exhaust fan and vents on the door will work. It will not. Many companies make AC units for 

server closets and small spaces (sometimes called split wall units). Make sure you get one. A 

portable unit from APC costs around $1,200 (MSRP) and is worth every penny. 

Network Switch 

The network switch connects all of your computers, printers, servers, devices, and in some 

offices, your VOIP phones. This is another area where being frugal is not advised. We 

recommend that you purchase a layer 2 managed switch with the desired number of ports. In 

simple terms, a layer 2 switch affords more flexibility and monitor-ability. 

Network Firewall/VPN Device  

This is the device that protects your network from the Internet. It is also the device that allows 

virtual private network (VPN) connections for remote offices and at-home workers. For 

example, think about the physician on-call or, finishing your notes at home after the kids are in 

bed, rather than staying late at the office. 

Your internet service provider (ISP) may provide you with a commercial level 

Firewall/VPN/Router but they’ll charge for it. The ones they provide are generally low-grade 

devices that are not up to the task, not to mention not compliant with many laws that require 

the security of information.  

SNC Squared’s firewall also provides the capability of real-time security management. The 

identity-based security appliance that delivers real-time protection against evolving external 

and internal threats to your business. The firewall can protect you from malware, viruses, spam, 

phishing, pharming and more.  
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Wireless Access Points (WAPs) 

The type of WAP your practice needs is not likely available at the local big box electronics 

stores, such as Best Buy or Office Depot. Commercial grade WAPs are expensive but are worth 

it for their scalability, performance, reliability and security. We cannot stress the importance of 

compliance and security regarding your technical equipment.  

Computers/Workstations/Tablets 
 
We strongly encourage you to buy your computers directly from the vendor or your technology 
provider. As with most technology products, the life-span of workstations is approximately 3 
years. Stay away from custom built mom and pop computers and purchase from reputable 
national retailers. It has been our experience that local mom and pop shops do not have the 
resources to support customers 24/7 and many go out of business before the warranty. Dell, 
IBM (Lenovo), and HP top our list of preferred vendors. In addition to a 2-3 year warranty, we 
recommend purchasing the enterprise line of business systems.  

 
Workstations: 
 
Pentium 4 Processor 2.8 GHZ (No Celeron) 
512 MB or Ram 
20 GB HD 
10/100 Network Card 
15” Flat Panel Monitor 
 
Tablets: 
 
Convertible or Slate 
1.2 GHZ or Faster Processor (Pentium M Preferred) 
512 Ram 
20 GB HD 
Built in 802.11 b/g (Wireless Networking) 
 
Servers: 
 
Servers can be very software specific. Some vendor’s software can run on relatively modest 
server hardware, while others require multiple high-end servers. We recommend that you get 
the requirements for the server as specified by your chosen EMR vendor. We can then help 
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with the integration process and price compare purchasing the same machine from different 
vendors.  
 

Protection and Longevity 

Integrator / Consultant 

The number one asset in protecting your network is developing a relationship with a vendor 

neutral technology integrator/consultant like SNC Squared. They can help you find the best 

deals, design the best networks, help you scale as your practice grows and provide support 

when you need it. Make sure your integrator/consultant has healthcare specific experience. Ask 

for references, and follow up with them. For example, every staff member is HIPAA certified at 

SNC Squared. As an additional value-add, we offer HIPAA training classes and certification for 

our clients at a discounted rate. 

Data Backups 

Backing up your data is critical to you being able to recover from a natural, man-made or 

human-error disaster. HIPAA and many insurance agencies now require that you have in place a 

disaster recovery plan that includes data backup. We recommend that you backup you data 

daily and store backups off site. Backing up your data can even be automated over the internet. 

Work with only reputable companies if you choose to backup over the Internet. In general, your 

PMS/EMR vendor and your ISP are good sources for reliable internet based backup services, as 

both likely resell these services from proven data-recovery software firms. 

Power Protection 

Make sure your critical infrastructure is protected from power interruptions with a commercial 

grade uninterruptible power supply. Again, business grade is key. The type of protection your 

servers and key networking components need is often not sold at big box electronic stores.  

You should purchase a battery that provides at least 20 minutes of runtime and software that 

will safely shut down your system when power is exhausted. We recommend that you work 

with your integrator to insure that everything works correctly. 
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Anti-Virus System Management 

Your IT provider will help you choose a commercial level anti-virus utility that fits your network 

and your needs. Your IT consultant should also work with you to develop a scheduled 

maintenance and support plan for your network. Regular and consistent maintenance will 

ensure that your network runs smoothly, as well as allow you to sleep better at night. 

Overview: 

We hope that this brief overview gives you an idea of the related challenges to implementing 

your EMR. This list is by no means exhaustive, nor is each area explained completely. You 

should be aware of the major issues and considerations, but — again — in the vast majority of 

cases your practice should employ the help of a vendor-neutral, qualified system IT integrator. 

 

 


