
There are thousands of users of healthcare information. Healthcare Providers, Health Insurance

Issuers, Healthcare Clearinghouses and Medicare Prescription Drug Card Sponsors all use

electronic communication for scheduling appointments, supporting claims, billing and payment

processing, and to exchange confidential clinical information such as lab results, prescriptions

and physician orders. Every healthcare application or report has information, such as mother's

maiden name, social security number, date of birth, address, etc., which is enough to expose an

applicant to threats like identity theft, phishing and more.

Healthcare institutions need protection against unintentional leakage of electronic Protected

Health Information (ePHI) due to inefficient business processes, intentional leakage of

confidential information by disgruntled employees, hacking of an organization's website, loss of

confidential data while in transit, and more. Giving secure remote access to healthcare

information is a major challenge for most healthcare organizations.

The Congress enacted the Health Insurance Portability & Accountability Act (HIPAA) in 1996.

With theAdministrative Simplification provisions, it sought to improve the efficiency of healthcare

systems by standardizing electronic data interchange and to protect confidentiality and security

of health data.

There are five rules of the Administrative Simplification provisions Privacy Rule, Transactions

and Code Sets Rule, Security Rule, Unique Identifiers Rule and Enforcement Rule. These rules

form the HIPAA guidelines that healthcare institutions need to comply with for data security and

for protecting patient information.

Of these, the Security Rule outlines security safeguards for HIPAA compliance. It requires

covered entities to establish administrative actions, policies and procedures for selecting,

developing, implementing and maintaining security measures to protect ePHI, as well as to

define the conduct of the workforce handling this information. It seeks to establish physical and

electronic measures, policies and procedures to protect physical systems, buildings and

equipments holding ePHI from natural hazards and unauthorized intrusion. It also involves

establishing policies and procedures for using technology that protects ePHI, and controlling

access to this technology.

Further, HIPAA compliance requires the setting up of security management processes that

include implementation of security measures to reduce risks and vulnerabilities in the system,

and regular review of user activity records in the system. It also covers workforce security

measures for controlled access to ePHI through authorization, authentication and supervision of

the workforce; protecting ePHI from improper alteration or destruction by unauthorized outsiders

or insiders; isolating healthcare clearinghouses based on their functions and applying user

identity-enabled control policies to manage controlled access to ePHI; encrypting and securing

ePHI while in transmission; and, much more.

HIPAACompliance

Measures for HIPAACompliance
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Safeguards Standard No. Implementation Specifications Parameters

Administrative Safeguards

Physical Safeguards

Technical Safeguards

- Risk Analysis
- Risk Management
- Sanction Policy
- Information System Activity Review

- Authorization and/or Supervision
- Workforce Clearance Procedure
- Termination Procedures

- Isolating Health Care Clearing
house Functions

- Access Authorization
- Access Establishment and
Modification

- Security Reminders
- Protection from Malicious Software
- Log-in Monitoring
- Password Management

- Response and Reporting

- Data Backup Plan
- Disaster Recovery Plan
- Emergency Mode Operation Plan
- Testing and Revision Procedures
- Applications and Data
Criticality Analysis

- Data Backup Plan
- Disaster Recovery Plan
- Emergency Mode Operation Plan
- Testing and Revision Procedures
- Applications and Data
Criticality Analysis

- Contingency Operations
- Facility Security Plan
- Access Control and Validation
Procedures

- Maintenance Records

- Disposal
- Media Re-Use
- Accountability
- Data Backup and Storage

- Unique User Identification
- Emergency Access Procedure
- Automatic Logoff
- Encryption and Decryption

- Mechanism to Authenticate Electronic
Protected Health Information

- Integrity Controls
- Encryption

164.308(a)(1)

164.308(a)(2)

164.308(a)(3)

164.308(a)(4)

164.308(a)(5)

164.308(a)(6)

164.308(a)(7)

164.308(a)(7)

164.308(a)(8)

164.308(b)(1)

164.310(a)(1)

164.310(b)

164.310(c)

164.310(d)(1)

164.312(a)(1)

164.312(b)

164.312(c)(1)

164.312(d)

164.312(e)(1)

Security Management Process

Assigned Security Responsibility

Workforce Security

Information Access Management

Security Awareness and Training

Security Incident Procedures

Contingency Plan

Contingency Plan

Evaluation

Business Associate Contracts
And Other Arrangements

Facility Access Controls

Workstation Use

Workstation Security

Device and Media Controls

Access Control

Audit Control

Integrity

Person or Entity Authentication

Transmission Security
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Cyberoam Solution for HIPAACompliance

Comprehensive Network Security

Identity-enabledAccess Control and Network Visibility

164.308(a)(1) Risk Management

164.308(a)(5) Protection from Malicious Software

164.308(a)(4) Isolating Health Care Clearinghouse Functions

164.308(a)(4) AccessAuthorization

164.310(a)(1) Access Control and Validation Procedures

164.310(b) Workstation Use

164.312(a)(1) Unique User Identification

164.312(d) Person or EntityAuthentication

Many healthcare practitioners are today associated with multiple hospitals and they require

access to critical patient data from anywhere, anytime. Hundreds of administrative employees in

a large hospital may need fast and error-free access to patient information like patient records,

bed allocation and dispensing of medicines to deliver their services efficiently. This exposes a

healthcare enterprise network to multiple threat entry points and considerable data management

costs. As such, healthcare organizations need to deploy efficient security measures to control

network risks and vulnerabilities.

Cyberoam's advanced and highly integrated Stateful Inspection Firewall, VPN, Gateway Anti-

virus and Anti-Spyware, Gateway Anti-Spam, Content Filtering, and Intrusion Detection and

Prevention solutions offer the most comprehensive, zero-hour protection to enterprise networks

from external and internal attacks by blocking intrusion attempts and protecting against malware,

Trojans, DoS attacks, malicious code transmission, backdoor activity, loss of sensitive data,

identity theft, password theft, and other blended threats.

The famous tennis star, Arthur Ashe, was forced to reveal his HIV status to the public when his

medical records were stolen and sold to a newspaper by a healthcare worker. The newspaper

went ahead and publicized Ashe's medical condition. Healthcare organizations covered under

HIPAA need to control access to ePHI that can be accessed through a workstation, transaction,

program, process, or other mechanism and maybe exploited to reap financial gains.

A physician employed by a hospital requires a different set of access privileges than a person

who processes health claims for an insurance company. As such, healthcare organizations

require identity-enabled access controls on the basis of users' work profiles to ensure higher

levels of security while still maintaining business flexibility.

Cyberoam UTM+ security solutions allow enterprises to create identity-enabled policy rules that

grant network access to a user based on his or her work profile. This takes care of giving access

to only the information that a user requires without compromising patient data integrity or

increasing legal liabilities of the healthcare organization.
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Healthcare clearinghouses can also be segregated into different zones for greater security when

they are part of a larger organization. In addition, Cyberoam's identity-enabled access policies

can be deployed to give controlled access to ePHI based on the user, groups, functions and work

profiles.

The Accounting Department in a healthcare organization has access to patient encounter notes

while all it needs is the billing forms prepared by the treating healthcare professional. Healthcare

organizations need to identify the users/user groups that need access to ePHI to carry out their

duties and need to implement procedures for secure access to confidential healthcare data

through authentication and authorization of users who should have access to it.

Cyberoam offers centralized authentication and authorization, and single sign-on solutions to

maximize security, employee productivity and convenience, particularly in shared workstation

spaces. Single sign-on gives faster access to healthcare practitioners, eliminating the need for

remembering multiple passwords while maintaining network security for each application.

Aunified authorization, authentication and single sign-on solution offers a comprehensive view of

a patient's healthcare history. For example, a one-time authentication process enables a doctor

to access past data of his previous visits, prescription information and other medical data that

may reside in separate applications.

In addition, Cyberoam logs unauthorized network access along with internal user identity.

Doctors and nurses in remote offices or in the field require immediate access to patient data to

support medical treatment, patient services and business operations without compromising

patient care. Research collaboration between a pharmaceutical manufacturing firm and a

pharmaceutical contract research firm requires online communication to share data and reports

across distributed networks.

Healthcare organizations thus need to extend business operations at branch and remote sites by

fully protecting their internal systems and assuring the availability of centralized network

management. The Cyberoam Central Console (CCC) is especially useful for large hospitals to

centrally manage and protect networks distributed over various channel partners without the

need for IT staff at these locations. The CCC enables hospitals to fulfill compliance requirements

from one central location, simplifying operations while providing zero-hour defense against

blended threats across distributed networks.

164.308(a)(3) Authorization and/or Supervision

164.308(a)(3) Workforce Clearance Procedure

164.312(e)(1) Integrity Controls

Data Security

Remote Network Security

4

Cyberoam offers

centralized authentication,

authorization and single

sign-on solutions to

maximize security,

employee productivity and

convenience, particularly in

shared workstation

spaces.

Cyberoam Central Console

helps large hospitals to

centrally manage and

protect distributed

networks without the need

for IT staff at these

locations and fulfill

compliance requirements

from one central location.



Secure Data Transmission and Data Encryption

Network Monitoring and Reporting

164.312(e)(1) Integrity Controls

164.312(e)(1) Encryption

164.308(a)(1) RiskAnalysis

164.308(a)(1) Information SystemActivity Review

164.308(a)(5) Security Reminders

164.308(a)(5) Log-in Monitoring

164.308(a)(6) Response and Reporting

164.312(b) Audit Control

Patient records may have to be transmitted to a specialist in a distant location for his or her expert

opinion. A researcher conducting a clinical trial involving routine MRI or liver function test may

need to transmit health information in electronic form to a third party payer for payment. In

another example, healthcare software that keeps track of patients' heartbeat and blood pressure

levels sends reports to a nearby trauma care centre constantly so that paramedic help can be

rushed to patients when required. In such cases, a mechanism for secure transmission of ePHI

should be implemented by healthcare enterprises to ensure data security while creating,

receiving, maintaining or transmitting ePHI with a healthcare partner.

Cyberoam IPSec VPN offers secure, encrypted tunnels for healthcare organizations requiring

secured access to the enterprise network. Cyberoam VPN is a highly cost-effective solution

offering high performance with low bandwidth requirements. It enables healthcare organizations

to create private, encrypted tunnels for secure communications across the Internet, safely

extending their networks to remote clinics or physicians who telecommute.

A public health worker in Tampa, Florida stole data from a list of 4,000 HIV-positive people on a

computer disk and sent the names to two newspapers. In another case, a clinical researcher

stole trade secrets and tried to sell them to his new employer. This insider had access to

documents that were worth millions of dollars and that could jeopardize his previous employer's

new drug discovery project before he could be discovered.

Keeping patient data safe is one of the mandates specified for healthcare enterprises under

HIPAA regulations. Enterprises require real-time visibility into their network with clear and

relevant feedback on user and system activity at all times to support preventive and corrective

actions against network threats.

Cyberoam offers clear visibility into user activity, including access of network data, allowing

enterprises to identify deviation in activity through patterns and potential areas of risk and

productivity loss. Cyberoam offers a range of analytical and identity-enabled reports, enabling

healthcare organizations to reduce the cost and time needed to comply with audit requirements.

Cyberoam Anti-Virus and Anti-Spyware offers instant user identification in case of HTTP threats,

allowing proactive action. The Cyberoam dashboard provides an instant view of network activity

through information like User Surfing Pattern, Recent IDP Alerts, HTTP Traffic Analysis, and

much more, with easy drill-downs that help identify potential data breaches, send security alerts,

and fix processes without losing time.
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Cyberoam's Intrusion Prevention and Detection offers user identity-enabled alerts and detailed

reporting based on the username for both inbound and outbound traffic. Enterprises gain easy

visibility into applications with user name, source, destination, period and extent of usage,

enabling them to zero in on rogue users and systems easily.

Cyberoam identity-enabled Unified Threat Management PLUS (UTM+) appliances offer

comprehensive network and data security, enabling healthcare institutions to protect patient

information within the institution as well as during transmission. Easy to deploy and maintain,

Cyberoam appliances provide in-depth view of network activity with individual user identity. Such

visibility into the network despite multiple users sharing computers enables healthcare

institutions to meet the provisions of HIPAAcompliance.

Conclusion
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